
CHAPTER 14 

 

Using Technology to Manage Information 
 

Chapter Summary: Key Concepts 

 

 
Data, Information, and Information Systems 

 
Data      Raw facts and figures that may or may not be relevant to 

     a business decision. 

 

Information     Knowledge gained from processing data. 

 

Information system    Organized method for collecting, storing, and   

     communicating past, present, and projected information  

     on internal operations and external intelligence. 

 

Chief information officer (CIO)  Executive responsible for managing a firm’s information 

     system and related computer technologies. 

 
Components and Types of Information Systems 
 
Computer-based information  

systems     Information systems that rely on computer and related  

     technologies to store information electronically in an  

     organized, accessible manner. 

 

Database     Centralized integrated collection of data resources. 

Types of Information Systems  Many different types of information systems exist. In  

     general, however, information systems fall into two  

     broad categories: operational support systems or   

     management support systems. 

 
Management Information Systems 

 

Management Information An organized method for providing past, present, and 

System (MIS) projected information on internal operations as well as 

external intelligence to support managerial decision 

making. 

 

Databases A database is an electronic filing cabinet, containing the 

centralized integrated collection of data resources. 

 

Information systems for These programs link users to data, allowing them to 

decision making develop information for decision making. Types of 

programs include Decision Support Systems (DSSs), 

Executive Support Systems (EISs), and expert systems. 
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Trends in information systems Computers can be linked using local area networks  

 (LANs), and/or wide area networks (WANs). Enterprise 

resource planning (ERP) unifies and integrates all of a 

firm’s computer systems. Application service providers 

(ASPs) specialize in providing both the computers and 

the application support for managing information 

systems of clients. 

 

Computer Hardware and Software 

 

Hardware Consists of all tangible elements of a computer system—

the input devices, the components that store and process 

data and perform required calculations, and the output 

devices that present the results to information users. 

 

Server      The heart of a midrange computer network, supporting  

     applications and allowing the sharing of output devices,  

     software, and databases among networked users.  

 

Software     All the programs, routines, and computer languages that  

     control a computer and tell it how to operate. 

 

Computer Networks  

 

Local area networks (LANs)  Computer networks that connect machines within  

     limited areas, such as a building or several nearby  

     buildings.  

 

Wide area networks (WANs)   Tie larger geographical regions together by using  

     telephone lines and microwave and satellite   

     transmission.  

 

Wireless Local Networks  A wireless network allows computers, printers, and other 

     devices to be connected without the hassle of stringing  

     cables in traditional office settings. 

 

WiFi       Short for wireless fidelity, the current standard for  

     wireless networks. WiFi connects various devices and  

     allows them to communicate with one another through  

     radio waves.  

 

Intranet     Computer network that is similar to the Internet but  

     limits access to authorized users. 

 

Firewalls     Limit data transfers to certain locations and log system  

     use so that managers can identify attempts to log on with 

     invalid passwords and other threats to a system’s  

     security.  

 

Virtual private networks (VPNs)  Secure connections between two points on the Internet. 
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Voice over Internet protocol (VoIP)  Alternative to traditional telecommunication services.  

     The VoIP telephone is not connected to a traditional  

     phone jack but rather is connected to a personal   

     computer   

 

Security and Ethical Issues Affecting Information Systems 

E-Crime    Common e-crimes involve stealing or altering data by  

     changing or inventing data to produce inaccurate or  

     misleading information, modifying computer programs  

     to create false information or illegal transactions,  

     and inserting viruses. 

 

Computer Viruses, Worms, Trojan  

Horses, and Spyware   Malware is any malicious software program designed to  

     infect computer systems. Viruses are programs that  

     secretly attach themselves to other programs and change  

     them or destroy data. A worm is a small piece of   

     software that exploits a security hole in a network. A  

     trojan horse program claims to do one thing but in reality 

     does something else. Spyware software secretly gathers  

     user information. 

 

Information Systems and Ethics It is not uncommon for organizations to have specific 

ethical standards and policies regarding the use of 

information systems by employees and vendors. Ethical 

issues also involve organizational use of information 

systems. Organizations have an obligation to protect the 

privacy and confidentiality of data about employees and 

customers. 

 

Disaster Recovery and Backup Disaster recovery planning—deciding how to prevent 

system failures and continue operations if computer 

systems fail—is a critical function of all organizations. 

The most basic precaution is routinely backing up 

software and data—at the organizational and individual 

levels. 

 

Information System Trends 

 

The Distributed Workforce Employees who no longer work in traditional offices but 

rather in what are called virtual offices, including at 

home. Information technology makes a distributed 

workforce possible. 

 

Application Service Providers (ASP) An outside supplier that provides both the computers and 

the application support for managing an information 

system. 

 

On-Demand, Cloud, and Grid  
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Computing With on-demand computing, firms rent the software time 

from application providers. Cloud computing uses 

powerful servers to store applications software and 

databases for users to access the software and databases 

via the Web using anything from a PC to a smart phone. 

Grid computing consists of a network of smaller 

computers running special software.  

 

 

Business Vocabulary  
 

application service provider (ASP)  local area network (LAN)  

botnet  malware  

chief information officer (CIO)  management information system (MIS)  

cloud computing  management support systems  

computer-based information systems  on-demand computing  

data operational support systems  

database process control system  

decision support system (DSS)  server  

executive support system (ESS)  software  

expert system  spyware  

firewall  transaction processing system  

grid computing  trojan horse  

hardware  virus  

information VoIP  

information system WiFi  

intranet  worm  

 

 

Application of Vocabulary 

 
Select the term from the list above that best completes the statements below. Write that term in 

the space provided. 

 

1. The organized method of providing information for decision making is known as the 

____________________. 

 

2. The ____________________ is the top management executive responsible for directing a 

firm’s management information system and related computer operations. 

 

3. A ____________________ is a network of PCs that have been infected with one or more 

data-stealing viruses. 

  
4. Powerful servers store applications software and databases for users to access the 

software and databases via the Web using anything from a PC to a smart phone. This 

system is known as ___________________________. 
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5. ____________________ stands for “wireless fidelity,” and refers to wireless networks 

that connect various devices and allows them to communicate with one another through 

radio waves. 

 

6. ____________________ rely on four components: computer hardware, software, 

telecommunications and computer networks, and data resource management.  

 

7. Raw facts and figures that may or may not be relevant to a business decision are known 

as ___________________. 

 

8. ________________________________ lets senior executives access the firm’s primary 

databases, often by touching the computer screen, pointing and clicking a mouse, or using 

voice recognition. 

 

9. A _______________________is a computer networks that connect machines within 

limited areas, such as a building or several nearby buildings. 

 

10. Computer program that imitates human thinking through complicated sets of “if-then” 

rules are called ______________________. 

 

11. A(n) ____________________ is a computer system that quickly provides relevant facts 

for use in decision making. 

 

12. A(n) ____________________ is a company network that links employees through 

Internet tools like e-mail, hypertext links, and searches using Web browsers. 

 

13. ____________________ includes the programmed instructions that tell a computer what 

to do. 

 

14. _______________________ consists of a network of smaller computers running special 

software.  

 

15. ___________________ all tangible elements of a computer system. 

 

16. Knowledge gained from processing facts and figures is known as 

___________________. 

 

17. A(n) ____________________ is the computer integrated collection of an organization’s 

data resources. 

 

18. _____________________________ is organized method for collecting, storing, and 

communicating past, present, and projected information on internal operations and 

external intelligence. 

 

19. Any malicious software program designed to infect computer systems is known as 

______________________. 

 

20. Software that prevents entry to an intranet from an unauthorized location or by an 

unauthorized person is called the ____________________. 
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21. A(n) ____________________ is a program that secretly attaches itself to other programs 

or files and changes them or destroys data. 

 

22. _________________________________ are information systems that are designed to 

provide support for effective decision making. 

 

23. _________________________________ ,also called utility computing, entails firms 

essentially renting software time from application providers. 

 

24. ____________________________________are designed to produce a variety of 

information on an organization’s activities for both internal and external users. 

 

25. ___________________________ is an operational support system to monitor and control 

physical processes. 

 

26. ____________________ are outside suppliers that provide both computers and 

application support for managing information systems. 

 

27. A _____________________ is the heart of a midrange computer network, supporting 

applications and allowing the sharing of output devices, software, and databases among 

networked users. 

 

28. Software that secretly gathers user information through the user’s Internet connection 

without his or her knowledge is called _______________________. 

 

29. _______________________________ record and process data from business 

transactions. 

 

30. _______________________________ is a program that claims to do one thing but in 

reality does something else, usually something malicious. 

 

31. ______________________ is an alternative to traditional telecommunication services. 

 

32. A ____________________ is a small piece of software that exploits a security hole in a 

network to replicate itself. 

 

 

Analysis of Learning Goals 

 
Learning Objective 14.1: Distinguish between data and information and explain the role of 

information systems in business. 

 
True or False 

 

1. _____ Raw facts and figures are called data. 

 

2. _____ Information is knowledge gained from processing data.  

 

3. _____ Modern information technologies allow large firms to access data and information 

for a global market, but unfortunately, cannot do the same for small businesses. 
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4. _____ Most information systems today use computer and telecommunications technology. 

 

5. _____ Data is an organized method for collecting, storing, and communicating past, 

present, and projected information on internal operations and external intelligence. 

 

 

Learning Objective 14.2: Identify and briefly describe each of the different types of 

information system programs. 

 
Multiple Choice 

 
1. A DSS (decision support system) typically involves: 

 

 a. software to retrieve information from the database. 

 b. software to allow computer simulations of changing business conditions. 

 c. presentation software that allows users to include graphs and charts as they output 

 their findings. 

 d. all of the above. 

 

2. A computer program that can imitate human hypothetical reasoning by using a 

complicated series of “if...then” rules is known as a(n): 

 

 a. expert system. c. DSS. 

 b. EIS. d. ERP. 

 

3. Executive Information Systems (EISs): 

 

 a. are complex, detailed information systems that take executives a long time to 

 master. 

 b. allow top managers to access information from the company’s database quickly 

and easily. 

 c. can print text reports but not graphs or figures. 

 d. can only access financial data. 

 

4. Linking computers in the same building or in a limited area creates a(n): 

 a. WAN. c. ASP. 

 b. LAN. d. ERP. 

 

5. A company that links geographically separated computers via telephone lines, 

microwave, or satellite technology creates a(n): 

 a. WAN. c. ASP. 

 b. LAN. d. ERP. 

 

6. A system of integrated programs to collect, process, and provide information about all 

business operations is a(n): 

 a. WAN. c. ASP. 

 b. LAN. d. ERP. 
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7. A firm that engages an outside supplier to provide both computers and applications 

support for managing information systems is using a(n): 

 a. WAN. c. ASP. 

 b. LAN. d. ERP. 

 

 

Learning Objective 14.3: Outline how computer hardware and software are used to manage 

information. 

 

True or False 

 

1. _____ Fax machines, personal computers, and printers are all good examples of software. 

 

2. _____ Input devices include keyboards and voice recognition systems.  

 

3. _____ Printers are good examples of output hardware. 

 

4. _____ Desktop computers, notebook computers, and hand-held devices are collectively 

known as minicomputers. 

 

5. _____ The software that controls the basic workings of the computer is its operating 

system. 

 

6. _____ Word processing, spreadsheets, and desktop publishing software are known as 

applications software. 

 

7. _____ Output devices include the keyboard and mouse.  

 

8. _____ Input devices include the monitor and printer. 

 

9. _____ Notebook computers account for over half of all new personal computers sold. 

 

10. _____ The software that controls the basic workings of the computer is its operating 

system.  

 

11. _____ Programs called application software perform specific tasks that users want to 

complete. 

 

Learning Objective 14.4: Describe networking and telecommunications technology and the 

types of computer networks. 

 

Multiple Choice 

 

1. Linking employees using tools of the Internet, such as e-mail and Web browser 

searches creates a(n): 

 

 a. extranet. c. intranet. 

 b. LAN. d. firewall. 

 

2. Tools used to prevent unauthorized access to a company’s information over the Internet 

are known as: 
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 a. firewalls. c. mainframes. 

 b. computer viruses. d. applications software. 

 

3. A local area connection (LAN) provides a network connection within: 

 

 a. a building or several nearby buildings. c. home access for employees. 

 b. wireless service via a mobile phone.  d. cities. 

 

4. A firm that wants to exchange information securely over the Internet should explore 

developing a(n): 

 

 a. broadband technologies. c. VPN. 

 b. LAN. d. ERP. 

 

5. A VoIP connection allows users to: 

 

 a. access work files while on the road.  

 b. wirelessly access devices such as printers.  

 c. make telephone calls. 

 d. network with other computers nearby. 

 

 

Learning Objective 14.5: Discuss the security and ethical issues involving computer 

information systems. 

 

True or False 

 

1. ______ All computer crime involves the deliberate use of computer viruses.  

 

2. ______ Computer crime is on the rise. 

 

3. ______ Organizations can limit unauthorized access to confidential data by using 

passwords, firewalls, and encryption. 

 

4. ______ Companies need not carefully scrutinize the security protections provided by their 

Internet service providers. 

 

5. ______ Theft of computer hardware is not common since the equipment is so large.  

 

6. ______ E-crimes range from hacking to the theft of hardware.  

 

7. ______ Malware is designed to protect computers from any malicious software programs. 

 

8. ______ Examples of malware includes viruses, worms, botnets, trojan horses, and spyware.  

 

9. ______ Ethical issues affecting information systems include the proper use of the systems by 

authorized users.  

 

10. ______ Organizations also have an obligation to employees, vendors, and customers to 

protect the security and confidentiality of the data stored in information systems. 
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11. ______ A host is a program that secretly attaches itself to another program. 

 

12. ______ Malware is any malicious software program designed to infect computer systems. 

 

13. ______ A breach of a computer system by unauthorized people is called a firewall. 

 

 

Learning Objective 14.6: Explain steps that companies go through in anticipating, planning 

for, and recovering from information system disasters. 

 

True or False 

 

1. _____ An effective disaster recovery system should enforce policies for frequently 

backing up data. 

 

2. _____ Organizations need to be prepared with back-up plans so they can continue 

operations if their computer systems fail. 

 

3. _____ When computers are connected to a network a problem at any location can affect 

the entire network. 

 

4. _____ The best plan is to have all hardware and software assets in the same location. 

 

5. _____ Most businesses whose computer systems were affected by 9/11 were up and 

running within days thanks to their disaster recovery systems. 

 

6. _____ Organizations should back up critical data at an on-site location. 

 

 

Learning Objective: 14.7: Review the current trends in information systems. 

 

True of False 

 

1. _____ Information systems are continually and rapidly evolving.   

 

2. _____ Some of the most significant trends in information technology are the decreasing 

demands of the distributed workforce and the decreased use of application service 

providers. 

 

3. _____ Many people now work in virtual offices, including at home.  

 

4. _____ Application service providers allow organizations to insource most of their IT 

functions.  

 

5. _____ Rather than buying and maintaining expensive software, on-demand computing 

offers users the option of renting software time. 

 

6. _____ Grid computing consists of a network of smaller computers running special 

software creating a virtual mainframe or even supercomputer. 
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Self Review 
 

True or False 

 

1. _____ Software usually refers to programs. 

 

2. _____ Hardware can operate without software. 

 

3. _____ The most common computers in use today are mainframe computers. 

 

4. _____ The visual display device used with computers, similar to a television screen, is 

called a monitor. 

 

5. _____ A database is essentially an electronic filing cabinet. 

 

6. _____ A firewall can protect a network from attacks. 

 

7. _____ A major use of databases is to enable managers to find information they already 

have. 

 

8. _____ A computer virus is an equipment failure caused by bad wiring. 

 

9. _____ VoIP allows users to connect to devices, such as printers, wirelessly. 

 

10. _____ When computers in many different cities are linked into one network, a LAN is 

created. 

 

11. _____ Information is manipulated to produce data. 

 

12. _____ A trojan horse is designed to protect a computer from viruses. 

 

13. _____ On-demand computing allows users to rent, instead of purchase software. 

 

14. _____ Hacking is the elimination of malicious software from a network. 

 

15. _____ Application software controls the basic workings of a computer. 

 

 

Multiple Choice 

 

1. Systems designed to produce a variety of information for users are called 

 

 a. transaction processing systems. c. operational support systems. 

 b. management support systems.  d. expert systems. 

 

2.  Examples of operational support systems includes 

 

 a. transaction processing systems. c. operational support systems. 

 b. management support systems.  d. expert systems. 
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3. Systems designed to support effective decision making are  

  

 a. transaction processing systems. c. operational support systems. 

 b. management support systems.  d. safety systems. 

 

4. An example of management support system includes 

 

 a. transaction processing systems. c. operational support systems. 

 b. process control systems.  d. expert systems. 

 

5. Two broad categories of information systems are 

 

 a.  executive support systems and expert systems. 

 b.  management information systems and decision support systems. 

 c.  process control systems and management support systems. 

 d.  operational support systems and management support system. 

 

6. Due to the complexity and expense of information management, many firms decide to 

outsource this activity to outside suppliers known as: 

 

 a. application service providers (ASPs). 

 b. virtual private networks (VPNs). 

 c. executive information systems (EISs). 

 d. enterprise resource planners (ERPs). 

 

 

Application Exercises 
 

Your manager is concerned with the loss of data at your firm. He has asked you to list the tasks 

necessary regarding off-site data storage. Write the tasks below. 

 

1. 

2. 

3. 

4. 

5. 

 

Short Essay Questions 
 

1. What contributions can information management make to the success of any 

organization? 
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2. What are the security issues that modern information technologies must address? 

 


